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Agenda

Business Drivers

Methods to achieve success
-Governance
-Staged approach
-Technical framework
-Workflow enablement

Next steps
Q&A



Business Drivers

® Productivity
® session preservation

® Cost reduction
® Pin reset cost US$30

® Security
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Source Optimising Infrastructure: The Relationship Between IT Labour Costs an
Practices for Identity and Access Management with Active Directory



Methods to Achieve Success

#® Governance
® Staged Approach
#® Technology Framework

® Workflow
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IDAOptimisationModel

Basic

Directory
Multiple Login Points
To Resources

Lifecycle
No Formal Lifecycle
Processes

Info Protection
Physical Protection

Strong
Authentication
User IDs and
Password

Federated ldentity
Multiple User IDs

Cost
Center

Standardised

A Primary Directory
Used to Authenticate
Users To Windows
Applications

Directory Data &
Workflow Process
Standardisation

Encryption
Protected Content

Strong Password
Policy enforcement

One User ID &
Password For All
Extranet Applications

More Efficient
Cost Center

Rationalised

A Primary Directory
Used to Authenticate
Users to Non
Windows Apps

Metadirectory
Used to Keep
Information

Synchronised

Enterprise Rights
Management (ERM)

. & Mobile devices

Multi-Factor
Authentication Used
For HighRisk Scenarios

|
Federated Trust Used

Instead of Extranet
User ID & Password

Business
Enabler

Dynamic

Employee
Authentication
Extended Outside The
Enterprise

Identity Lifecycles
Managed Via
Policies &
Workflow

PolicyBased ERM
Across Partners &
Customers

Multi-Factor
Authentication Used
For All Corporate
Applications & Users

Federated Trust
Applied To
Web Services

Strategic
Asset



